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ABSTRACT

This paper joins a growing body of work within ICTD and related
fields studying the privacy challenges in the Global South. While
most of the existing work in this area has focused on uses of tech-
nology in personal and home settings, a large part of computing
in the Global South centers around public places, such as commer-
cial Digital Service Centers (DSCs). In this paper, we present the
findings from a six-month-long ethnography studying 19 Digital
Service Centers in Dhaka, Bangladesh. We find that infrastructural
limitations, local power politics, lack of knowledge, and insuffi-
cient protection mechanisms lead to privacy vulnerabilities for the
customers of these centers. We apply the lens of informal mar-
kets to analyze these vulnerabilities and connect our findings to
the broader concerns of ICTD around development, ethics, and
postcolonial computing and discuss potential design and policy
implications around these issues.

CCS CONCEPTS

« Human-centered computing — Human computer interac-
tion (HCI); Ethnographic studies; » Security and privacy —
Human and societal aspects of security and privacy.
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1 INTRODUCTION

Like many other countries in the Global South, in recent years,
Bangladesh has become a rapidly growing technological nation
where almost 100 million people (55% of the total population [15])
now have Internet access [27]. The present government has formu-
lated policies and action plans for transforming the country into
“Digital Bangladesh” by improving the nation’s digital infrastruc-
ture, migrating paper-based activities to online portals, and making
Internet accessible to a larger population [46, 72]. However, a recent
body of work in ICTD and related fields has demonstrated that de-
spite all these efforts, the majority of the population in Bangladesh
still have inadequate knowledge about digital technologies, and de-
pend on others for basic tasks with computing devices [4, 5, 19, 34].
This asymmetry, coupled with a favorable small and medium en-
terprise (SME) environment in Bangladesh [9], have opened up
a business opportunity for Digital Service Centers (DSCs), small
commercial shops where a shopkeeper helps customers with vari-
ous tasks on mobile phones and computers, including facilitating
mobile transactions, printing and photocopying, filling up online
application forms, and photo editing. Thousands of people, includ-
ing those with low literacy levels, visit these places everyday to get
their intended digital service [73].

Due to the nature of those digital services, these DSCs deal with
a large amount of personal information and sensitive documents of
the customers. However, there are no adequate policies and laws in
Bangladesh to protect the privacy of the customers in these DSCs
[44]. Furthermore, due to the lack of resources and training, law
enforcement agencies are not well equipped to address the digital
threats emerging in these places. As a result, DSCs in Bangladesh
are vulnerable to various privacy breaches and potential risks that
lead to harassment, blackmailing, and identity theft, some of which
have been extensively reported by the local media [45, 54]. These
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issues are not limited to Bangladesh because DSC customers inln a more recent study, Srinivasan et al. highlight the privacy trade-

India and Pakistan also encounter similar privacy threats as the
governments of these neighboring countries have been establishing
numerous one-stop centers for providing digital services to their
citizens @2 51, 74. Prior work on privacy in the Global South
has mainly examined issues related to individual use or shared use
among friends or family membergl[6, 7,53 60, 6§. As a result,
this important issue of privacy vulnerabilities in public shops has
remained understudied in the literature.

Our work intends to |l this gap in the literature with a six-
month long ethnographic study in 19 Digital Service Centers (DSCs)
in Dhaka, Bangladesh that (a) provides an overview of privacy
vulnerabilities in public DSCs in Bangladesh, and (b) analyzes the
vulnerabilities through the lens of informal markets or bazaars in
developing countries. Through data obtained from our observations,
contextual inquiries, and interviews with 44 shopkeepers and 64
customers, we describe how infrastructural limitations, local power
politics, lack of privacy knowledge, and insu cient protection
mechanisms impact customer privacy in these centers. We borrow
the concepts of clientelization, reputation, and situated morality
from the literature on informal markets to demonstrate that privacy
vulnerabilities in DSCs are associated with broader contexts of
development, culture, informality, and postcolonial computing.

Our work contributes to ICTD scholarship on security and pri-
vacy by o ering a new lens to analyze privacy vulnerabilities in
public shops that o er digital services in the Global South. We
highlight that in addition to cultural insights, informal market in-
sights are equally important to understand these vulnerabilities

o s that low-income people face when encountering the state's
identity system [f§. Sambasivan et al. describe how women in
India, Pakistan, and Bangladesh use shared phones and manage
and control their personal privacy on those devicetd]. Along
these lines, Ahmed et al. explore the privacy issues that arise when
people share deviced,[6], women use platforms such as social
media or mobile phone applicationg[60. Haque et al. investigate
the social ciphering techniques that are used by di erent social
classes in Bangladesh to exchange con dential and sensitive infor-
mation [4Q. All these works inform us about privacy outside the
Western world in the context of individual use or shared use among
friends or family members. Privacy concerns in public places has
mostly remained understudied.

One of the notable exceptions to this is Ahmed et al's work
in the informal repair market in Dhaka, BangladesB|| In that
work, the authors have documented how the digital data stored
in broken mobile phones are often accessed by repairers, and how
their conception of privacy is in uenced by ignorance and religious
beliefs. For example, some repairers think that looking at the media
content stored on customers' phones is ne as long as they do not
publish somebody's secret photos, while others believe that fear of
God prevents them from accessing customers' contents. Although
these issues are common among the businessmen in most informal
markets in Bangladesh, their ndings do not capture the broader
social, political, and economic factors that contribute to the prac-
tices in those places. In another paper, Ahmed et al. documented
the biometric SIM registration process that took place in DSCs in

as customers and employers develop a personalized relationship Bangladeshf], and connected the privacy vulnerabilities there to

over time that is shaped by social regulations, impression manage-

ment, and an alternative version of morality. These insights are
particularly useful for ICTD to formulate better design and policy
recommendations in the Global South.

2 LITERATURE REVIEW
2.1 Privacy and the Global South

Studies around privacy have predominantly been in uenced by
Western liberal values, such as the early work of Warren and Bran-
deis B]] that advocated for theright to be alongor Westin's call

for freedom from surveillanced?d. These values were later incor-
porated into many disciplines including sociology, law, political
science, and recently computing technologié®[59. However,
such liberal values may not be compatible in many Global South
contexts where social structures are community-based, traditional,
and hierarchical 8§. Many researchers have suggested that pri-
vacy is contextual g, and a situated understanding of privacy is
required to unpack design and policy practice2q 62. However,
privacy research beyond Western contexts and a liberal framing is
still at its inception stage [5].

A few HCI studies that have started looking at privacy outside
Western contexts report that local values often contrast with the
liberal notions of privacy embedded in current computing sys-
tems [3]. For example, Abokhodair et al. discuss how political ten-
sions and conservative cultural norms shape security and privacy
concerns [, 2]. Kumaraguru et al. show how the perception of
privacy among Indian users are di erent from Western usefd.

government-imposed public surveillance. While that paper shows
how privacy practices in DSCs can be in uenced by national poli-
tics, it still misses the social dynamics within the DSCs and between
the businessmen and the clients that heavily in uence the privacy
practices there. Thus, there still remains a gap in conceptualizing
the privacy vulnerabilities in DSCs in Bangladesh from their cul-
tural context. Another study around the idea of privacy in public
was conducted by Best and his colleagues where they interviewed
cybercafe users in Ghana and reported the privacy concerns that
are associated with voyeuristic learning [16].

2.2 Hybridity and Decolonization of Privacy

In a more recent work, Ahmed et al. demonstrated how both West-
ern and local values of privacy co-exist in urban Bangladegh [
The ndings of the study resonate with the concept of hybrid-
ity by Homi Bhabha [L§, which refers to the mixing of Western
and local cultural values. In a recent qualitative study on the ap-
propriation of social media by urban Indian women, Karusala and
her colleagues unpack the relationship between the individual and
the collective by showing how being on social media becomes a
balancing act between personal and collective valu&3.[In her
recent work, Arora takes a radical approach and calls for decoloniz-
ing privacy studies in the Global South by focusing on traditional
periphery of local techno-oligarchslfl]. In Bangladesh, there has
been a growing concern of privacy violations from start-up giants
such as Pathao and Shohoz that resulted in public backldSh71].
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Against these backdrops, individual privacy violations in public
places seem to be an important issue even in the Global South.

2.3 Informal Markets, Reputation, and Situated

Morality

For developing a deeper understanding of the privacy and security
concerns in DSCs, it is important to understand the functioning of
such informal markets. A key characteristic of informal markets
is how local social relationships play an important role in enforc-
ing rules and contractsg3 31]. Previous research has captured
how informal communities around the world coordinate in the ab-
sence of external laws or formal regulation83 38. These studies
show how actors resolve disputes through informal rules and social

norms that are a consequence of historical social ties and personal-

ized exchangedl]. These informal institutions, often unwritten,
encode rich local knowledge and play a crucial role in reducing
information uncertainty and noise in markets [25, 26].

Geertz captures this in his analysis of the bazaar econondp][
He identi es information scarcity as the key identifying feature of
informal markets and highlights two intersecting practices of in-
formation search: clientelization and bargaining. In clientelization,
buyers and sellers cultivate long-lasting relationships and trust

through repeated interactions. This practice minimizes search costs

for market actors: rather than searching for better deals, buyers
negotiate the price with trusted seller2§. Similarly, bargaining

allows market actors to determine the reservation prices of other
actors, a process that is both in uenced by social relationships and

builds them. We observed similar practices in the DSCs we studied.

The importance of such personalized relations along with ethnic

ties have been documented in business communities around the

world, especially in South Asiad[7]. These relationships play an
important role in structuring market ecosystems and are deeply
intertwined with the local reputation of market actors. Reputation,
here is a function of not just economic activity, but also cultural
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which argues that the practices of everyday life are the source of
ethics, rather than any universalist legal frameworks.

3 METHODS

We conducted a six-month long ethnography in Dhaka, Bangladesh,
from October, 2018 to March, 2019. During this period of time, our
ethnographer, who is born and raised in Dhaka, and a native speaker
of the Bengali language, visited two types of Digital Service Centers
(DSCs) that are prevalent in Bangladesh: Computer Service Shop
(CSS) and FlexiLoad Shop (FLS). We brie y describe them below:

3.0.1 Computer Service Shop (CS8inputer Service Shops (CSSs)
are larger shops that o er a comprehensive range of digital services
including photocopying, printing and scanning, lling out forms,
document editing, and graphic designing. Most of the owners of
these shops started with a single photocopy machine or two and
gradually expanded their business to meet the digital need of their
customers. We collectively refer to the owners and employees of
these shops as shopkeepers.

3.0.2 FlexiLoad Shop (FLEEgxiLoad Shops (FLSs) are typically
small-scale shops that o er digital services to customers in addition
to their primary business of selling household goods and grocery
shops. Due to the proliferation of mobile phones in Bangladesh, the
owners of these shops decided to act as middlemen to o er mobile-
based digital services such BfexiLoadbalance recharge service)
and bKash/Rocket ( nancial transaction service)3 14. Some
FLSs are simply road-side tiny booths where an agent sits with a
chair and a table to o er mobile-based digital services only. We
collectively refer to the owners and employees of FLSs as agents.

Figure 1 shows di erent types of Digital Service Centers we
observed.

3.1 Data Collection
The sample population for our ethnography was generated through

and social activities. Reputation of merchants is a consequence of convenience and snowball sampling. Our ethnographer (also a co-

how they manage their impressions through mechanisms of self-
presentation for example, a carefully cultivated public persona
that is religiously devout ¥7 is deemed more trustworthy. Sub-
sequently, the trust relations found at these informal markets are
a direct consequence of informal reputation mechanisi39.[In

this paper, we analyze the relationships between DSC owners in
Dhaka and their clients with this lens privacy (or its breach) is
thus situated within how relationships at the market are not just
limited to commercial dealings.

With the informal thriving in the interstices of the formal econ-
omy [24], social and economic life here is disconnected from ex-
isting legal mechanisms or formal regulatiod]. Galemba 85
argues that Western perspectives have linked legality and the
economy by criminalizing economic practices that do not t into
static legal categories. However, in reality, these concepts are
uid and continuously challenged in everyday life. Informal market
communities are subsequently able to create alternative visions of
legitimacy and morality. In this paper, we use the term situated
morality morality embedded in local social contexts to drive
our analysis. We relate it to the notion of ordinary ethics2f,

author of this paper) is familiar with the CSSs in Nilkhet area, a
university hub in Dhaka, where he frequently visited shops when
he was an undergraduate student. He reached out to those shops
and began his observation sessions there. Next he started run-
ning a snowball sampling and expanded his eld site by visiting
CSSs and FLSs in other localities after being recommended by the
Nilkhet shopkeepers and agents. This allowed him to gain access
to four di erent diverse neighborhoods (DSCs around universities,
commercial places, foreign embassies, and government o ces) in
Dhaka. He continued visiting new DSCs in these neighborhoods
until theoretical saturation was achieved [69].

In total, our ethnographer visited twelve CSSs and seven FLSs.
The frequency of visits to each shop in six months ranged between
one to six, with two being the average. The owners of these shops
were aged between 23 and 60 and their academic background ranged
from high-school dropout to bachelor's degree. The average num-
ber of daily customers is around 40, with roughly a quarter of them
being a returning customer. Table 1 provides an overview of the
speci ¢ types of services o ered by these shops. Our ethnogra-
pher arranged prolonged observation sessions (roughly two to four
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Figure 1: From left, the rst picture is of a Computer Service Shop

Haque, et al.

in Nilkhet area, one of the largest Digital Service Center

hubs in Bangladesh. The second picture is of a small road-side FlexiLoad Shop. The third one is an example of a spacious

Computer Service Shop with multiple computers.

Types of Services Digital Service Center (DSC)
Computer Service Shop (CSS) Flexi Load Shop (FLS)

1|12 |3 |4(5|6 |7 |89 |10(/11|12|1 |2 (3 |4 |5 |6 |7
Photocopy X | X | XX X X | X X X
Printing and Scanning XX [ X[ X|X]|X X | X[ X | X |X X
FlexiLoad X|X|X|X|X|X]|X
Mobile-based Financial Transaction X X[ X[ X[X]|X|X]X
Filling out Forms & Other InternetJobs X | X | X | X | X | X | X | X | X X | X X
Academic Needs X | X X | X|X X | X
Document Tampering X | X | X]|X X
Graphic Design & Other Services X | X |X X | X | X XX | X |X

Table 1: An overview of the speci c types of services o ered in the Digital Service Centers we observed (n=19)

hours at each DSC) at these places where he took notes and pho-

tographs. He conducted semi-structured interviews and contextual
inquiries [17). In total, he interviewed 44 shopkeepers and agents
and 64 customers.

Our ethnographer asked shopkeepers and agents questions about

their demographic information, educational backgrounds, chal-
lenges in their profession, and perceptions and practices around
privacy. Interviews with them stretched out throughout the whole
duration of his stay at the DSCs. He conducted contextual inquiries
as they were doing various tasks related to digital servic&3g.[
The customers were recruited and interviewed at the DSCs. Usually
they were in a hurry, so he interviewed those who agreed to give
him a few minutes after they had received their services. The inter-
view with each customer usually lasted between 10 to 15 minutes
on average. He asked them about their privacy concerns and their
prior experiences of privacy breach in these digital service centers.
All the interviews were voluntary and the participants were not
paid any compensation (according to the prevalent social norms
of Bangladesh, they were o ered tea instead of monetary compen-
sation). The responses were written down by the ethnographer
in most of the cases, while in a couple of cases, those were audio
recorded with the permission of the participants. All the interviews

were conducted in Bengali, the observational eld notes were writ-
ten down in Bengali as well.

The protocol of this study was examined and approved by the
ethics review boards of the author's institution.

3.2 Data Analysis

All the recorded interviews were directly translated into English
by our ethnographer and then analyzed by three members of our
research team. It should be noted here that all the members of
the analysis team are male, born and raised in Bangladesh, and
they are well-familiar with the DSC culture. They are all profes-
sional researchers below the age of 35. The data was anonymized
before the analysis. Then we used thematic analysis to analyze
our data 7. We followed an inductive approach and did not try

to tthe data into an existing framework or any general area of
interest in advance of conducting the coding. Three members of the
group individually coded each piece of data and labeled them with
di erent themes. Next the labels added by di erent members were
compared. If they matched, they were accepted. When the labels
did not match or a fragment of data was associated with multiple
labels, the three team members discussed on that piece of data and
a consensus was achieved through the discussion to best t the



Privacy Vulnerabilities in Public Digital Service Centers in Dhaka, Bangladesh

data into a single label. In this way, the whole data was grouped
in di erent themes. The team then worked together to group the
related themes and nd the nal set of broader themes that can
best illustrate our ndings.

Our analysis showed that both infrastructural limitations and
lack of knowledge lead to privacy vulnerabilities in public DSCs.
There was limited evidence of shopkeepers adopting protection

ICTD '20, June 17 20, 2020, Guayaquil, Ecuador

4.2 Local Power Politics

During his observation sessions, our ethnographer noticed that
the FLSs were occasionally a ected by local goons, politicians,
and other kinds of external powers. Some of these people take
services for free and the agents often do not resist them as they are
powerful . While the exercise of power itself is a big concern, at

times their power also invades other people's privacy. One agent

mechanisms to mitigate vulnerabilities. More importantly, the broader ggq:

themes that emerged from our ndings were clientelization, reputa-
tion, and situated morality concepts that are associated with the

organization of informal markets or bazaars in developing coun-
tries.

4 AN OVERVIEW OF PUBLIC DIGITAL
SERVICE CENTERS

4.1 Infrastructural Limitations

Like many other places in a developing country, the DSCs of Dhaka
have a lot of infrastructural limitations. These include absence of
a privacy policy, lack of robust technologies, and adherence to
paper-based bookkeeping.

4.1.1 Absence of a privacy polidur ethnographer categorically
asked the owners of each DSC if they had any formal or legal privacy
policy for their customers. None of them could answer anything
about it and the concept of privacy policy was quite foreign to them.
None of the shopkeepers or the FLS agents was formally trained
about customer privacy either.

4.1.2 Lack of robust technologik®st of the CSSs that our ethno-
grapher visited had old 32-bit desktop computers, running pirated
old versions of Windows operating system, without software up-
dates being installed regularly. The processors and the RAMs had
a much lower con guration. As a result, those computers were
operating very slowly. During his observation sessions, the ethno-
grapher saw multiple cases when the computer got hung and the
shopkeeper had to reboot, which also took a lot of time. The shop-
keepers were often refreshing the desktop with a hope to make
the computer run faster.

4.1.3 Adherence to paper-based bookkeepswpentioned before,
FlexiLoad is the primary service o ered in FLSs, and this entire

The local political leader makes me disclose the phone
numbers of all the residents in this locality. He wants
to use that list to call/text people as a part of his
election campaign. At times, local goons forcefully
take the mobile phone numbers of local girls and ha-
rass them over phone. Recently, some of the Chatro
League (local student union supported by the cur-
rent government in power) leaders are maintaining
a list of people whom they want to leave the society.
They gave me a list (he showed the list). These leaders
harass me to give them information about the people
on this list. These leaders also take information about
other customers illegally to use for other purposes .

The agents also mentioned that they are afraid of these local
goons and prefer to avoid any chaos. They think that there is no
hope in complaining against them because they are often connected
with political leaders and the law enforcement agency wouldn't
take any action against them.

4.3 Lack of Knowledge

The shopkeepers and agents working at the DSCs lack knowledge
regarding digital privacy and computer. In many cases, our ethno-
grapher found that they were not careful enough to protect the
privacy of the customers. Customers, on the other hand, are in a
rush usually, and as such, neither party pays enough attention to
privacy.

In one of the Computer Service Shops, a customer came to print
the admit card for his entrance exam to Bangladesh Army. The
card was required to be downloaded from his online account where
he registered for the exam. The shopkeeper asked for the account
credentials and the customer responded by saying out loud the
username and the password of his account. This was overheard
by our ethnographer and another customer standing nearby. After
the printing was done, the customer quickly left the shop without

process adheres to a paper-based bookkeeping method. When cusdeleting the card from the computer.

tomers want to FlexiLoad to their number, the agent usually notes
down the number in his notebook, or at times asks the customers
to write down the number by themselves. The amount of money

In another Computer Service Shop, he saw a 52 years old private
company employee coming to Il up an Indian visa application
form. The shopkeeper opened a browser, downloaded the form, and

is recorded beside each number and the agent uses this notebookopened it with Microsoft Word. He then asked the customer to start

entry to load the required amount to the corresponding number
from his own phone.
During his observations, the ethnographer saw that these note-

lling up the form. After a few minutes, when the customer needed
help for lling up a eld in the form, he consulted the shopkeeper.
The shopkeeper then started searching on the same computer to

books are always exposed. When one customer's phone nhumber is nd another visa form that had previously been lled up by another

being written down, others could easily track and see that number
if they want to. The agents do not have any concern about this
and they allowed us to take pictures of these notebooks. Figure 2
shows an exposed notebook that contains important information
like mobile banking account numbers, phone humbers etc.

customer. After nding one such form and resolving the issue, he
didn't close the form and asked the customer instead to check it
whenever he needed help rather than consult him every time. The
customer then started lling up his form again while the other form
was kept open the whole time.
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